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Abstract
The Internet of Things (IoT) is becoming a strategic asset in the Information and
Communication Technology (ICT) sector. IoT infrastructures are finding application
in a large number of industrial areas, such as transport and logistic, smart cities,
utilities, safety and security, product flow monitoring,
supply chains, environmental monitoring, and other areas.
Low Power Wide Area Network (LPWAN) technology plays an important role in IoT
applications that require scalable sensor networks with strict constraints on energy
consumption.
This thesis is focused on the development of an IoT/LPWAN architecture based on
LoRa/LoRaWAN, one of the leading LPWAN technologies for large-scale IoT
deployment.
This prototype can be viewed as a preliminary study towards the creation of a
communication backbone for the IoT Field-Control project, an IoT platfrom for
processing sensor data in urban areas developed by Liguria Digitiale in
collaboration with DIBRIS.
In this thesis, after presenting preliminary notions on the adopted technology, we
will discuss problems, solutions and tools need for the creation and configuration
of the prototype architecture and of the software components required for
orchestrating communication between edge and cloud endpoints.
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Chapter 1
INTRODUCTION
1.1 The IoT Field-Control Project
As part of the Digital Strategy 2018 - 2020, the Region of Liguria has set itself the
objective of developing infrastructures to support the connection of a significant
and growing quantity and variety of sensors distributed throughout the territory, in
particular those used for environmental monitoring.
In this context, the IoT Field-Control Project aims to exploit the Internet of Things
technology and Big Data analysis to experiment with new technological solutions
related to the world of data: to do this it creates an infrastructure, the Field Control
platform, available to various public subjects (Local Authorities, Region of Liguria,
Metropolitan City of Genoa) which, regardless of the business context, offers tools
to develop new applications based on real-time data produced by IoT sensors and
which represents an enabling tool for urban authorities in the development of
projects related to smart cities and in the creation of new services to promote the
effectiveness of the Public Administration in terms of business intelligence.
From an architectural point of view, the Field-Control platform is divided into two
fundamental components:
• IoT platform: this component is able to connect the widest typology of
sensors distributed in the territory, to monitor its functioning and to transmit
the real-time data produced to the Big Data & Analytics platform;
• Big Data & Analytics platform: the component implements the intelligence of
the entire platform: it collects in a Data Lake the information coming from
the connected systems, from the objects distributed on the territory and
from the social networks and aggregates and correlates structured and
unstructured data from different sources and processes it through advanced
data analysis tools, thus facilitating the development of vertical applications
on multiple themes and services tailored to the specific needs of user groups:
citizens, local administrators, technicians etc.
9

This infrastructure enables the creation of a series of new services to foster the
effectiveness of the Public Administration from a business intelligence perspective
lor to develop vertical applications on a variety of themes tailored to the specific
needs of user groups: companies, citizens, local administrators, etc.
Phase 1 of the project involves the acquisition of a significant number of IoT test
devices with which to start testing the Field-Control platform.
This experimentation is divided into the following activities:
• Management of sensors by FIWARE open source IoT platform;
• Archiving of real time data detected by the sensors inside the Data Lake of
the Field-Control platform through ingestion procedures;
• Analysis of real-time data with Big Data Analysis component of the Field
Control platform;
• Development of dashboard prototypes and real-time reports to which digital
alerts can be associated.
Subsequently, during phase 2 of the project, the "final" IoT component of the FieldControl platform will be acquired which will replace the prototype version
consisting of the FIWARE solution; the test devices will support the deployment of
the identified IoT platform, ie they will be used to verify all the functionalities before
commissioning.
For the correct management of devices spread across the territory we must be
concerned about being able to transport and read the data produced by the sensors
even where there is no network, or this is not sufficiently reliable.
We therefore considered setting up an ad-hoc experimentation so as to avoid
possible disruptions in terms of connectivity.
The capillarity, coverage and energy efficiency of the individual end points were the
parameters with which we evaluated the possible technologies to be used.
From this analysis the LoRaWAN protocol emerges as the best answer to our needs.
Therefore, within this activity, a certain number of sensors and gateways that use
the LoraWAN protocol will be positioned on the territory to transmit the data
detected to the network server.

10

Figure 1.1.1: Gateway distribution

1.2 The Internet of Things
The first concepts underlying the Internet of Things were outlined in 1982, when
researchers from Carnegie Mellon University applied sensors and connected a
university beverage distributor to the network to learn about its operating status.
A few years later the concepts were taken up in a popular article by Mark Weiser,
Xerox Parc Chief Scientist, "The computer of the 21st Century"[25] published in
Scientific American and, more rigorously, by Reza Raji in 1994 in the technical
journal of IEEE.
In this last article, Raji mentions the possibility of integrating into a network and
automating a wide range of things ranging from home appliances to factories.
The current term of Internet of Things accompanies the first developments of RFID
(radio-frequency identification) technology, designed to facilitate the management
of objects by computers.
Finally, the use is extended to any object capable of interacting on the network,
thus participating in the creation of digitalized, flexible and intelligent processes.
The Internet of Things (IoT) is therefore born from the convergence of sensors,
processing and communication on the network of specialized digital equipment
designed to be used wherever it is necessary to collect and process information,
automate or integrate the functioning of different equipment.
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Benefiting from developments in electronics and wireless communication, the IoT
allows you to enable digital and communication capabilities in home appliances,
cameras, thermostats, factory systems, vehicles, wearable and healthcare devices
and much more, exactly as it is made with personal computers, pads and
smartphones, using proprietary and open technologies, standard platforms such as
Arduino or Raspberry, Wi-Fi networks, Bluetooth or ZigBee (another wireless
communication standard).
The communication capability also allows the use of cloud services for sophisticated
data processing or for inclusion in complex business processes.

1.3 Low Power Wide Area Networks (LPWAN)
Nowadays there are more and more options to implement wireless connections in
sensor networks and in numerous other Internet of Things applications.
For a decade or more, mobile telephony (cellular) networks have been the only
universal wireless communication technology available for manufacturers and
operators of M2M1 equipment capable of ensuring virtually global coverage in
every inhabited region of the planet.
In the case of M2M applications, it was decided to use GPRS technology as the basis
for connection to the mobile phone network, while the latest 3G and 4G
technologies (third and fourth generation) guarantee ever-increasing transfer
speeds while paying an increase connection costs.
All these technologies for mobile phones show considerable disadvantages:
• the data transmission speed is much higher than that required by a large
number of M2M applications for which the cellular modules integrated in the
IoT equipment are over-specified and therefore too expensive for such
applications;
• the high rates that mobile network operators require to connect even the
simplest of wireless devices are proportional to the high data transfer speeds
that the network can support;

1

Machine to Machine : the communication between two machines
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• The performance offered by mobile phone technology tends to deteriorate
under severe or extreme environmental conditions.
In summary, in most applications, using a mobile phone network to ensure universal
wireless coverage is expensive.
Traditional approaches to wireless connectivity suggest that a network device
should not be able to operate with low power consumption while simultaneously
transmitting over long distances.
Unlike 2G, 3G or 4G systems, a LPWAN (Low Power Wide Area Network) network,
with a star topology (the same used by cellular phone technologies) adopts a
modulation scheme that "penalizes" the data transmission speed ("throughput") in
order to guarantee greater tolerance against interference and signal attenuation.
In this way the transmission power (in output) can be very low.
At the same time the technology requires receivers characterized by a very high
sensitivity in order to maintain a connection in the presence of relatively weak input
signals.
In other words, unlike a mobile telephone network, a LPWAN network is optimized
for use in M2M and IoT applications, which require low power consumption and
reduced data transfer speed.
Consequently, a LPWAN cell can guarantee a wide coverage, potentially even higher
than that of a mobile phone cell, using a lower power.
Unlike the operators of mobile telephony networks, therefore, the operators of
LPWAN networks do not have to buy expensive licenses for the assignment of radio
spectrum bands (they operate at frequencies included in the ISM bands exempt
from licenses).
Nevertheless, the cost to create a public wireless infrastructure is considerable and
the time required to reach a degree of coverage that allows the new public LPWAN
networks to meet the needs of a vast audience of users is considerable.
Main use cases for Low Power Wide Area Networks include smart cities applications
such as smart parking, smart street lighting, supply chain management (asset
tracking and condition monitoring, for example), smart grids with electricity, water
& gas metering, smart agriculture with land condition monitoring or animal tracking
and geo-fencing.
These are just some of the possible applications and, every day, new ones are
detected.
13

In this context, various LPWAN technologies for IoT applications have emerged and
the leading ones currently appear to be LoRa, SigFox and NB-IoT.
In this thesis, we will go in deep into the LoRa technology and the protocol based
on it, both through a theoretical study and through the creation of an architectural
prototype.

1.4 LoRA technology overview
With over 600 known use cases (and growing), and 105 million devices deployed on
every inhabited continent, LoRa devices and the LoRaWAN protocol are creating a
smart world.
Lora (Long Range) is widely used today especially in the context of smart cities.
The main use cases and applications include smart lighting, smart parking and its
management, smart flood monitoring, waste management, smart farming, smart
light and many others.
It is thought that by 2023, 40% of LPWAN connections will be based on LoRa (IHS
Market2).
This technology has revolutionized the Internet of Things world by allowing data
communication over a long range while using low power consumption which is ideal
for battery-powered devices.
This is possible through the Adaptive Data Rate (ADR) mechanism (Section 3.3.3.2)
that adapts output data rate depending on payload coupled with Chirp Spread
Spectrum (CSS) technology (Section 2.6).
LoRaWAN fills the technology gap of Wi-Fi/BLE and cellular based networks that
require either high bandwidth or high power or have a limited range or inability to
penetrate deep indoor environments.

2

ISH Market: global information provider based in London
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Figure 1.4.1: Range / Bandwidth comparison

LoRa is a valid and winning solution thanks to its open nature, which makes it
possible not to depend on phone companies and to connect in cloud with other
protocols (LG, LTE, Wifi, etc.) thus giving the possibility of integrating into preexisting modules without the need of redesigning a system from scratch, with
consequent savings in time and investment for those who decide to move to the
Lora protocol.
The other great advantages of the Lora protocol are bi-directionality
communication, as it allows both the acquisition and transmission of data, and high
network capacity.
In LoRaWAN, is possible to connect 1000 end-node devices to a single gateway.
Furthermore, it is possible to increase the general signal range of the LoRa network
by inserting new nodes.
LoRa is a technology that is based on a two levels stack:
The first level of the LoRa stack is the physical layer (PHY) that uses a proprietary
signal modulation derived from the Chirp Spread Spectrum (CSS) while the second
level is the protocol for the MAC (Media Access Control) level called LoRaWAN.
Data
MAC
Modulation
Regional ISM
Bands

Application
LoRaWAN
LoRa PHY
EU
USA
868Mhz
915Mhz
Figure 1.4.2: LoRa Stack
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LoRa Alliance
…
…

SEMTECH

1.5 Thesis’s structure
The remainder of this thesis is organized as follows:
• Chapter 2 offers an overview of the main aspects of LoRa by explaining
multiple access techniques and how this technology modulates the signal;
• Chapter 3 presents the LoRaWAN protocol which operates at the MAC level.
The main functions and features will be explained, with particular attention
to device classes and node activation mechanisms.
A short analysis on the security of the protocol will be then provided.
• Chapter 4 describes our LoRa architecture proposal through the explanation
of the various components and their integration.
Issues related to data encoding within the network, coverage tests and
integration with external platforms are also discussed.
• Chapter 5 concludes the thesis by offering a critical analysis and by describing
possible future works.
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Chapter 2
LoRa
The aim of this chapter is to describe LoRa (Long Range), an expanded spectrum
modulation technique derived from Chirp Spread Spectrum (CSS) technology that
works at the physical layer (PHY-ISO layer) of the ISO / OSI standard.
LoRa was developed by the French startup Cycleo of Grenoble and acquired by
Semtech in 2012, a founding member of LoRa Alliance.
Semtech defines LoRa as “the DNA of IoT, connecting sensors to the Cloud and
enabling real-time communication of data and analytics that can be utilized to
enhance efficiency and productivity.” [7].

2.1 Multiple Access Techniques
Radio systems transmit and receive signals on a common resource represented by
that partition of the electromagnetic spectrum that has been assigned to them.
In this setting, major problems could arise if two or more users transmit
simultaneously and on the same frequency (conflicts/collisions): if appropriate
mechanisms for managing the shared communication media were not provided, the
signals would add up becoming unrecognizable from each other.
In order to resolve the above-mentioned problems and to maximize the system's
capacity (ie the number of users that the system can simultaneously serve with a
predetermined quality of service), multiple access techniques have been introduced.
The two most classic techniques are FDMA3 and TDMA4.
The first allows multiple users to send data through a single communication channel
by dividing the channel bandwidth into separate non-overlapping frequency subchannels and assigning one to each user.

3
4

Frequency-Division Multiple Access
Time-Division Multiple Access
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The TDMA technique, on the other hand, consists in dividing the entire band
available in time fractions called time slots ; in this way, all users can access the
entire band, but can do so only for limited time intervals that are repeated periodically
with a certain cadence (the so-called frame duration).
The CDMA5 technique represents an innovation compared to the two just described:
in fact, it allows users to transmit on the same frequency at the same time.
To achieve this, it is obviously necessary to provide a further mechanism for the
separation of the various user signals.
Each user is assigned then a different binary code (“spreading sequence”).
The spreading sequences are used to univocally "encode" the signals of the individual
users, so that they are univocally distinguishable: this "coding" operation is called
spreading.

2.2 Spreading and spread spectrum
The spreading operation is defined as follows: each signal to be transmitted on the
radio channel (single) is multiplied with a binary sequence characterized by a much
higher transmission rate (chip rate).
The speed at which the various bits of the user signal follow is the so-called
transmission rate of the user information.
This waveform s(t) must be multiplied with a spreading sequence c(t), that is still a
bit sequence characterized however by the fact that these bits follow one another
at a much higher speed.
The result of the multiplication are bits that are called chips: they obviously follow
one another at the same speed with which the bits of the spreading sequence
follow one another.
Once the spreading operation is performed on the various user signals, the
respective chip sequences are added together and transmitted simultaneously on
the same channel.

5

Code-Division Multiple Access
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Figure 2.2.1: Spreading operation

The problem thus arises in reception, where it will be necessary to distinguish one
signal from another.
The code sequences assigned to the users who share the same channel are different
from each other and are chosen so that their cross-correlation is zero (“the
sequences are orthogonal”): this means that, at least in ideal operating conditions,
the dual operation (called despreading) during reception cancels the effect of
mutual interferences.
In other words, if a given user signal sk(t) has been multiplied with the sequence
ck(t) and then added to all the others, giving an overall signal sTOT(t), we can compute
sTOT(t)⋅ ck(t) and carry a subsequent appropriate filtering to get sk(t) again.
The fact that the chip rate of the signal sk(t) ⋅ ck(t) is much greater of the speed with
which the bit in the signal sk(t) evidently determines that also the band of sk(t) ⋅ ck(t)
is much greater than that occupied by sk(t).
Therefore, the diffusion operation determines an enlargement of the spectrum of
the signal to be transferred with respect to the signal spectrum of the original user
sk(t) (from which the terminology spread spectrum).
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Figure 2.2.2: Waveforms over time (left) and corresponding spectra (right)

This may seem to indicate poor spectral efficiency.
Indeed, this apparent loss of efficiency is compensated for by the possibility of
overlapping multiple signals on the same radio channel.
Furthermore, the greater the ratio between the chip rate and the user signal
transmission rate, the more robust is the system with respect to interference; the
greater this robustness, the greater the number of users that can be serviced
simultaneously on the same channel.
Comparing the final signal s(t) ⋅ c(t) with that of user s(t), we can see the evident
widening of the spectrum.
This enlargement is quantified by the so-called processing gain, equal to the ratio
between the band of the transmitted signal and that of the information signal:
𝑃# =

𝑓'
𝑓(

the number of chips with which each bit of information is represented (ie each bit
that reaches the spreading block input) is called spreading factor.
By using the spreading factors (SF), based on the bandwidth (BW), it is possible to
adjust the bit rate (Rb) and therefore the transmission’s duration (with
consequences on energy consumption).

20

The following formula is used:
𝑅* = 𝑆𝐹 ∗

1
𝑏𝑖𝑡𝑠/𝑠𝑒𝑐
201
𝐵𝑊

Where:
SF = Spreading Factor (7..12)
BW = modulation bandwidth (Hz)

2.3 Despreading
In the reception phase, in order to distinguish one user signal from another, the
received signal sTOT(t) is multiplied by the same code ck(t) assigned to the user in
transmission.
After multiplication, the use of a low-pass filter allows the user to select the useful
signal component and to filter what is outside the band occupied by it.
Low-pass filters leave free transit at low frequencies, blocking high ones.
In other words, low-frequency signals go through much easier and with less
resistance.
This does not mean, of course, eliminating interference, as there are further signals
that fall into the same band as the useful signal and therefore are still output from
the filter.
The multiplication of this signal due to the generic spreading sequence ck(t)
generates a signal consisting of sk(t) (useful signal) plus an additive disturbance
which is now broadband (in this case too, enlargement is quantified by processing
gain, as it is as if we had spreading on the additive disorder).
Filtering (low pass) this signal, the useful signal sk(t) comes out, overlapping a noise
whose power is however reduced by a factor equal to the processing gain.
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Thus, the effect of despreading is not only to recover the useful signal, but also to
reduce the power spectral density of the additive disturbance by a factor equal to
the processing gain.
This shows, among other things, the importance of having a high processing gain.

2.4 Advantages of Spread Spectrum Techniques
The major advantages in adopting Spread Spectrum techniques are listed below:
1. Possibility to share the same band with other users of the same system
without creating interference, using different spreading sequences for each
user;
2. protection against multipath fading (Section 2.5), which creates delayed
replication of the useful signal, due to the different paths;
3. protection against interference (anti-jamming);
4. possibility of confusing the transmitted signal with the noise, minimizing the
possibility of interception (greater transmission security);
5. possibility of transmitting in bands not subject to licensing (Section 2.7) with
the obligation not to interfere with other systems.

2.5 Multipath fading

Figure 2.5.1 : multipath fading

Typically, the transmitted signal, due to the structures present in the environment,
is subject to phenomena of reflection, refraction and scattering.
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It therefore reaches the receiver by means of multiple paths (multipath).
Each path, being characterized by a different history depending on the type of
environment considered, is affected by a random value of attenuation and phase
rotation.
The combination of all the paths produces, at the receiver, a distorted version of
the transmitted signal.
To this are added other undesirable effects: the thermal noise of the devices, the
external interference due to devices that emit radio frequency energy in the same
band and the internal interference, due to other users accessing the same system.

2.6 Chirp Spread Spectrum (CSS)
Chirp Spread Spectrum is a technique used in the military field and in radar
applications since the forties and currently it is used in transmissions where
batteries are used as a power source, so the prudent use of consumption is as
important as the reliability of the transmission itself (LoRa technology is the first
low-cost implementation for commercial use).
In this technique signals called "chirp" are used, which, combining with the
information signal in input, produce the broadening of the band.
The chirp is a signal that continuously increases or decreases in frequency.

Figure 2.6.1: Up-chirp and Down-chirp
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2.7 ISM Bands
LoRa uses the ISM (Industrial, Scientific and Medical) frequency bands reserved for
non-commercial radiocommunications applications, such as for industrial, scientific
and medical use.
In particular, depending on the geographical area and related regulations [24], the
two most common frequencies are 868 MHz in Europe and 915 MHz in North
America.
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Chapter 3
LoRaWAN
In this chapter we will describe the protocol (optimized for both mobile and fixed
battery-powered end-devices) for the MAC level that uses LoRa as an open physical
layer: LoRaWAN.
We will go in depth on the authentication mechanisms to the network, to the class
of nodes and to the main features that characterize this protocol.
LoRaWAN specifications (version 1.1), drafted [21] by LoRa Alliance®, a non-profit
association founded by various companies in March, are one of the bases of this
thesis work.
The LoRa Alliance® is “A non-profit association of more than 500 member
companies, committed to enabling large scale deployment of Low Power Wide Area
Networks (LPWAN) IoT through the development and promotion of the LoRaWAN®
open standard. Members benefit from a vibrant ecosystem of active contributors
offering solutions, products & services, which create new and sustainable business
opportunities” [26].
The LoRaWAN network architecture uses a star topology in which each end node
communicates with multiple gateways that communicate with the network server.
The main elements of the network are nodes, gateways, the network server, the
join server and the application server.

Figure 3.1: LoRaWAN network architecture layout
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The MAC level originally implemented on each LoRa device is based on the pure
ALOHA protocol (Section 3.2)., that is, the nodes send Uplink messages to all
listening gateways by establishing a broadcast type communication.
The LoRa technology provides two-way communication, but the transmission from
node to gateway (uplink message) is the most frequent with respect to that from
gateway to node (downlink message) since usually the purpose of the nodes is to
collect data (for example from sensors) and then send them to the network server
and then to the application server.
The nodes send uplink messages to radiofrequency gateways via LoRa modulation
(Section 2.6).
The gateways forward the messages to the network server adding information
regarding the quality of the communication through an IP connection routed over
Ethernet, Wi-Fi or 3/4/5G.
The nodes send uplink messages to all the gateways within their transmission range
in broadcast mode, the network server deals with the management of duplicate
uplink messages and the selection of the best gateway to use if a downlink message
to the node should be send.
The Communication is spread out on different frequency channels and data-rates.
The selection of the data-rate (which ranges from 0.3 kbps to 50 kbps) is a trade-off
between communication range and message duration (communications with
different data rates do not interfere with each other).
To maximize both overall network capacity and battery life of the end-devices the
LoRa network infrastructure can manage the data rate and RF output for each enddevice individually by means of an ADR (Adaptive Data Rate) scheme, which will be
explained in Section 3.3.3.2 .
Nodes can transmit on any channel available at any time, using any available data
rate, by respecting the following rules:
• The end-device changes channel in a pseudo-random fashion for each
transmission.
The resulting frequency diversity makes the system more robust to
interferences;

26

• The end-device respects the maximum transmit duty cycle relative to the subband used and local regulations;
• The end-device respects the maximum transmit duration (or dwell time)
relative to the sub-band used and local regulations.
In LoRaWAN, three classes of devices are distinguished:
• Class A: the device is always in idle mode (in order to save energy), unless it
has data to transmit.
After an uplink transmission, the device schedules two receiving windows
and expects a downlink transmission, before returning to idle mode.
This class is the one that allows the greatest energy savings and must be
implemented by all devices belonging to the LoRa network.
• Class B: the class B device synchronizes its internal clock with beacon emitted
by the gateway for Class B devices, this process is called "beacon lock".
In this state, the device negotiates its ping interval with the server, and
therefore the Network server (ChirpStack server in our case) can schedule
downlink transmissions with the device:
• Class C: for this type of device, the Application Server can append more
downlink messages, and the network server will send them to the device so
that there are no overlaps in the case of multiple Class C transmissions.
All LoRaWAN compatible devices must implement Class A, while Class B and C
represent extensions.
Since Class A must be implemented by any device, its specifications and
functionalities are valid for all the classes (but are described, in this thesis, just only
in the Class A section (Section 3.3), to avoid redundancy).
To join the LoRa network, the devices must be activated on the ChirpStack server.
This can happen through two different authentication mechanisms:
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• OTAA (Over The Air Activation): the devices perform a join procedure with
the network, during which a dynamic address is assigned to the device and
the security keys are negotiated;
• ABP (Activation By Personalization): the devices contain the address and the
security keys (hardcode) and therefore do not need to carry out the join
phase.
This strategy may seem simpler but has some negative aspects related to
security.

3.1 868MHz band regulation
In Europe LoRaWAN is commonly used in the 863 - 870MHz ISM band (the 433MHz
band also exists but is less used).
This band is generally regulated by the European regulation ERC-REC-70-3E which
limits the transmission power and the transmission time (duty cycle), which is 1%
in LoRaWAN [24].
The 868MHz band includes, for LoRaWAN, the frequency ranges from 865MHz to
870MHz and is divided into 5 different sub-bands where different rules are applied
based on 2 restrictions:
Transmission power is the maximum power that a transmitter can use on the
channel during communication.
The power value commonly used with LPWAN is 25mW (equivalent to 14dB).
The service cycle (duty cycle) is defined as the maximum transmission time for each
hour of service.
For example, a 1% duty cycle indicates that it can be transmitted for a total of 36
seconds every hour, not more.

3.2 Pure ALOHA protocol
ALOHA is a network protocol which deals with guaranteeing multiple access
functions to the data transmission medium shared by several users.
The ALOHA protocol is used for broadcast type connections, where therefore the
transmission medium is shared by more than two connection points (ie. stations
capable of transmitting and receiving information).
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This protocol is of the multicast type and is used at MAC (Media Access Control)
level.
The pure ALOHA protocol does not require any data transmission constraint and
therefore bandwidth occupation.
Since each station completely ignores all others, a packet will collide if its
transmission overlaps in whole or in part with that of another packet.
The stations broadcast whenever they want, but during the broadcast they listen to
the channel (if it is not possible, the stations wait for an acknowledgment (ack) from
the receiver) and compare what they receive (feedback) with what they sent.
Therefore, if a collision occurs (and the frames are destroyed, independently from
their degree of corruption), they realize it, and, in this case, after a random (with
appropriate constraints) amount of time, they retransmit the frame.
This delay is randomly selected between 0 and 2(K-1) * T, where T is the
transmission time of the message and K depends on the number of collisions that
have already occurred.
The choice to wait for a random amount of time is to reduce the probability of
generating other collisions.

3.3 Class-A nodes
Being the default mode, all end-nodes must implement Class A in all of its features.
In this class the nodes support bidirectional communication with the gateway but,
they are always the ones to start it, asynchronously.
Uplink messages can be sent at any time.
After sending, the node opens two receive windows (Section 3.3.2), in which it is
possible to receive a downlink message from the server (passing through the
gateway).
This class is the most energy efficient and is required by those nodes that try to
remain inactive for as long as possible, and in which Uplink communications are the
most frequent.
A typical case is that of sensor data streams.
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3.3.1 Physical message format
Uplink and downlink messages are distinguished.
Uplink messages
The uplink messages are sent from the nodes to one or more gateways, which deal
with transmitting them to the network server.
Uplink messages use the LoRa radio packet explicit mode in which the LoRa physical
header (PHDR) plus a CRC header (PHDR_CRC) are included.
A CRC6 protects the integrity of the payload.
All these fields are entered by the radio transceiver.
Preamble

PHDR
PHDR_CRC
PHYPayload
Figure 3.3.1.1: Uplink PHY Structure

CRC

Downlink messages
Each downlink message is sent by the server to a single network node, thanks to a
gateway.
As in the case of uplink, downlink messages use the LoRa radio packet explicit mode
in which the LoRa physical header (PHDR) plus a CRC header (PHDR_CRC) are
included.
Preamble

PHDR
PHDR_CRC
PHYPayload
Figure 3.3.1.2: Downlink PHY Structure

In order to keep messages as short as possible (having minimum impact on any
duty-cycle limitations (Section 2.7) of the ISM bands used) the payload integrity
check is not done at this level.

6

Cyclic Redundancy Check
30

3.3.2 Receive Windows
After the transmission of the last bit of an uplink message, each node opens two
shorts receive windows.

Figure 3.3.2.1: Receive windows

RX1, which opens RECEIVE_DELAY1 seconds (+/- 20 microseconds) after the
termination of the uplink modulation, is the first receive windows and it uses the
same frequency channel as the uplink message, while the data rate is a function of
the one used by the latter (by default it is equal) and it’s region-specific.
On other hand, the frequency and the data rate of the second receive window are
fixed and configurable through MAC commands (default values are region-specific).
Also in this case, RX2 opens RECEIVE_DELAY2 seconds (+/- 20 microseconds) after
the termination of the uplink message modulation.
The receive window’s length must be at least the time required by the end-device
‘s radio transceiver to effectively detect a downlink preamble.
If one is detected during one of the two phases, the radio receive stays active after
the entire downlink frame is demodulated.
The second receive window is not always opened.
If a frame is demodulated during the first phase and everything is ok (both the
integrity of the message and the address are checked) the end device does not open
the second window.
Please note that before making a new transmission an end device should wait for a
downlink message to be received or the second window to be expired.
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3.3.3 MAC Message Formats
3.3.3.1 MAC layer (PHYPayload)
PHYPayload
Size (bytes)

MHDR
1

MACPayload
1…M

MIC
4

Figure 3.3.3.1.1: PHYPayload 1

or
PHYPayload

MHDR

Size (bytes)

1

Join-Request
or Rejoin Request
1…M

MIC
4

Figure 3.3.3.1.2: PHYPayload 2

or
PHYPayload
Size (bytes)

MHDR
1

Join-Accept
1…M
Figure 3.3.3.1.3: PHYPayload 3

The maximum length M is region-specific.
MAC header (MHDR field)
MHDR bits
Bit#

MType
7..5

RFU
4..2

Major
1..0

Figure 3.3.3.1.4: MAC Header structure

The MAC header specifies the message (MType) type and according to which major
version (Major) of the frame format of the LoRaWAN layer specification the frame
has been encoded.
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Message Type (MType)
MType
000
001
010
011
100
101
110
111

Description
Join Request*
Join Accept*
Unconfirmed Data Up
Unconfirmed Data Down
Confirmed Data Up
Confirmed Data Down
Rejoin-request
Proprietary
Table 3.3.3.1.5: Message types

*Join Request and Join Accept messages are used by OTAA procedure described
below.
Unlike and unconfirmed-data message, a confimed-data one has to be
acknowledged by the receiver.
Proprietary messages can be used to implement non-standard message formats
among devices that have a common understanding of the proprietary extensions.
MAC Payload
FHDR

FPort

FRMPayload

Figure 3.3.3.1.6: MAC payload structure

Fport and FRMPayload are optional fields.
FPort
The FPort field is used to determine if the frame contains MAC commands alone
(value set to 0) or application specific data.
FHDR
FHDR
Size (bytes)

DevAddr
4

FCtrl
1
Figure 3.3.3.1.7: FHDR structure
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FCnt
2

FOpts
0..15

DevAddr: short device address of the end-device;
FCtrl: frame control octect;
FCnt: a 2-octets frame counter;
FOpts: from 1 to 15 octets of frame options used to transport MAC commands.
FCTRL
FCtrl bits
Bit#

ADR
7

RFU
6

ACK
5

FPending
4

FOptsLen
[3..0]

ClassB
4

FOptsLen
[3..0]

Figure 3.3.3.1.8: FCtrl for downlink frames

FCtrl bits
Bit#

ADR
7

ADRACKReq
6

ACK
5

Figure 3.3.3.1.9: FCtrl for uplink frames

Fpending
Fpending is only used for downlink messages and when it’s set it indicates the fact
that the gateway still has pending data to be transmitted and is therefore
requesting the end-device to open further receive windows by sending another
uplink message.
ClassB
The ClassB bit set to 1 in an uplink message indicates to the Network Server that
the device as switched to Class B mode and is now ready to receive scheduled
downlink pings.
FOptsLen
FOptsLen (Frame-options length field) present in FCtrl denotes the Fopts ’s length
included in the frame.
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3.3.3.2 ADR (Adaptive Data Rate)
As we said before, LoRaWAN allows nodes to individually use any of the possible
data rates in order to optimize the transmission.
This feature is called Adaptive Data Rate (ADR) and when this is enabled the
network will be optimized to use the fastest data rate possible.
This optimization makes sense if we talk about static end-nodes.
Mobile end-nodes should use a fixed default data-rate as its management is not
practical when the moving end-device causes fast changes in the radio
environment.
When the ADR bit (included in FCtrl) is set, the network controls the end-device’s
data rate through MAC commands.
Otherwise, regardless of the quality of the signal received, the network will not try
to control it and the end-node battery life could be affected, minimizing the
network capacity.
Once the data-rate has been optimized, using a higher one than the default one,
the end-node must periodically make sure that the server is actually receiving the
uplink frames.
Let’s explain how the ADR mechanism works:
Every time the uplink frame counter is incremented (repeated transmissions for the
same uplink do not increment this counter) the end-node increments also an
ADR_ACK_CNT counter.
If ADR_ACK_CNT is greater than or equal to ADR_ACK_LIMIT without having
received any downlink message, ADRACKReq is set to 1.
Starting from this moment, the network is called to respond with a downlink
message within the time set in ADR_ACK_DELAY.
If no downlink message is received the end-node may try to regain connectivity by
passing to the next lower data rate that provides a longer radio range.
Whenever this situation occurs, this procedure is repeated, gradually lowering the
data rate.
Recall that any receive downlink message following an uplink frame resets
ADR_ACK_CNT.
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3.3.3.3 ACK
When a confirmed data message is sent, the receiver must respond with a data
frame that has the acknowledgment bit (ACK) set.
These acknowledgments are sent only as a response to the received message and
are never retransmitted.
Two different cases are distinguished:
• The first case is the one in which the sender is an end-device, so the network
will send the ACK in one of the two reception windows opened by the node
after the uplink.
The number of retransmissions (and their timing) for the same message
where an ACK is requested but not received is at the discretion of each single
end-node.
In the case that a node has reached its maximum number of retransmissions
and no ACK has been received, it may try to re-gain connectivity by moving
to a lower data rate with longer reach (ADR scheme, Section 3.3.3.2).
It is up to the end-device to retransmit the message again or to “forget” that
message and move on to the subsequent message.
• The second one is when the sender is a gateway, so the end device transmits
an acknowledgment at its discretion.
When the Network Server has reached its maximum number of
retransmissions without receiving an ACK, it will generally consider the endnode as unreachable until it receives a message from it.
It's up to the Network Server to retransmit the message once connectivity to
the end-device in question is regained or to forfeit that message and move
on.
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3.3.3.4 MIC (Message Integrity Check)
The purpose of data authentication is to make sure the data is not changed in
transit.
To achieve this goal, the transmitter accompanies the frame with a specific code
known as the Message Integrity Code that is generated by a method known only
to both actors in the communication.
The receiver of the frame will repeat the same procedure and if the MIC
calculated by the receiver matches the MIC provided by the transmitter, the data
will be considered authentic [35].
The MIC is calculated over all the fields in the message.
msg = MHDR | FHDR | FPort | FRMPayload
The MIC of a downlink frame is calculated by using the AES128-CMAC algorithm
with SNwkSIntKey.
For the uplink frames, the FnwkSIntKey is used.
They are both session keys and regarding details will be discussed later (Section
3.3.4.2).

3.3.3.5 Frame Counter
Since we are working with a radio protocol, anyone will be able to acquire and
archive messages.
It’s not possible to read these messages without AppSKey, because they are
encrypted.
Nor is it possible to tamper with them without the NwkSKey, because this will fail
the MIC check.
However, messages can be retransmitted.
These so-called replay attacks can be detected and blocked using frame counters.
When a device is activated, these frame counters (FCntUp and FCntDown) are both
set to 0.
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Every time the device transmits an uplink message, FCntUp is incremented and
every time the network sends a downlink message, FCntDown is incremented.
If either the device or the network receives a message with a frame counter that is
lower than the last one, the message is ignored.
In the case that a device has been activated via ABP, it is necessary to re-register
the device in the backend every time it is reset, otherwise the counter will be, by
default, initialized to 0 and all messages will be ignored.

3.3.4 End device activation
To join a LoRaWAN network every single end-node must be configured and
activated.
There are two different mechanisms:
• OTAA (Over The Air Activation);
• ABP (Activation By Personalization).
Before explaining the operation of these two mechanisms it is appropriate to have
an overview of the information that is stored in the device before and after the
activation phase.

3.3.4.1 Keys
JoinEUI
JoinEUI, which must be stored in the end-device before the join procedure (only for
OTAA), is a global application ID (64 bits) in the IEEE EUI64 address space that
uniquely identifies the join server which processes the join procedure and the
session keys derivation.
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DevEUI
DevEUI (64 bit) is a global end-device ID in IEEE EUI64 address space that globally
identifies the end-node.
For OTAA it must be stored in the end-device before the join procedure is executed;
for ABP, is recommended (for device administration reasons).
Device root keys (AppKey & NwkKey)
These AES-128 root keys, which are specific for each end-device, are assigned
during the fabrication phase.
An attack that extracts these keys can only compromise that single end-device.
From these two device root keys, session keys are derived, as follow:
NwkKey à FNwkSIntKey, SNwkSIntKey, NwkSEncKey
AppKey à AppSKey
Both the keys should be stored in a way (Secure Elements / Hardware Security
Modules) that prevents extraction and re-use by attackers.

3.3.4.2 Session keys
To ensure integrity of the messages emanating from the network servers, MIC
(Message Integrity Code) is appended to all uplink-downlink data messages.
Besides, for each end-device, there is a specific network session key.
AppSKey
The AppSKey (AES-128 bit) is specific for each device and it is used by both the
network server and the end-device for the encryption and decryption of the
application layer payloads.
This key should be stored in a way (Secure Elements / Hardware Security Modules)
that prevents extraction and re-use by attackers.
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FNwkSIntKey (Forwarding Network Session Integrity Key)
FnwkSIntKey is a device-specific session key and it’s used for the uplink messages
MIC’s calculation in order to guarantee data integrity.
Even if this key is considered "public" and may be shared with a roaming
forwarding-Network server (fNs), this key should be stored in a way (Secure
Elements / Hardware Security Modules) that prevents extraction and re-use by
attackers.
FNwkSIntKey =
aes128_encrypt(NwkKey,0x01|JoinNonce|JoinEUI|DevNonce|pad16)
SNwkSIntKey (Serving Network Session Integrity Key)
This key is a device-specific network session key and, differently from the
FNwkSIntKey, is used for the downlink messages MIC’s calculation.
SNwkSIntKey =
aes128_encrypt(NwkKey, 0x03|JoinNonce|JoinEUI|DevNonce|pad16)
This key should be stored in a way (Secure Elements / Hardware Security Modules)
that prevents extraction and re-use by attackers.
NwkSEncKey (Network Session Encryption Key)
This key is a device-specific network session key and it’s used for the encryption and
decryption of uplink and downlink MAC commands.
NwkSEncKey =
aes128_encrypt(NwkKey, 0x04|JoinNonce|JoinEUI|DevNonce|pad16)
This key should be stored in a way (Secure Elements / Hardware Security Modules)
that prevents extraction and re-use by attackers.
JSIntKey and JSEncKey
The two keys are both derived from the NwkKey.
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JSIntKey is used to MIC Rejoin-Request type 1 messages and Join-Accept answers
while JSEncKey is used to encrypt the Join-Accept after a Rejoin-Request.
JSIntKey = aes128_encrypt(NwkKey, 0x06 | DevEUI | pad16)
JSEncKey = aes128_encrypt(NwkKey, 0x05 | DevEUI | pad16)

Figure 3.3.4.2.1: LoRaWAN key distribution

3.3.4.3 OTAA (Over-The-Air Activation)
In the Over-The-Air Activation (OTAA) mode the nodes must perform a join
procedure before they can exchange data with the Network Server.
The join procedure must be performed again whenever information about the
update session is lost.
To perform the join procedure the node must have:
• DevEUI;
• JoinEUI;
• NwkKey;
• AppKey;
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The join procedure consists of a MAC join request message through which a node
also sends its own DevEUI and JoinEUI.
Size (bytes)
Join Request

8
JoinEUI

8
DevEUI

2
DevNonce

Figure 3.3.4.3.1: Structure of join request message

DevNonce is a counter initialized at 0 when the device is initially powered up.
Every new Join Request increments this counter by 1.
There is a close correlation between JoinEUI and DevNonce.
For no reason should the same DevNonce be reused for the same JoinEUI.
If the server receives a value of DevNonce that does not correspond to a linear
increment of that counter, it automatically discards the request.
This is done in order to prevent replay attacks: an attacker should try to send
previously recorded join-request messages trying to disconnect the respective enddevice from the network.
The MIC for the join-request message (which is not encrypted) is calculated in the
following way:
cmac = aes128_cmac(NwkKey, MHDR | JoinEUI | DevEUI | DevNonce)
MIC = cmac[0..3]
The Network Server responds (only if it accepts the request) to the requested MAC
with a join accept MAC message having the following structure:
Size
(bytes)
Join
Accept

3

3

4

1

1

(16)
Optional
JoinNonce Home_NetID DevAddr DLSettings RxDelay
CFList
Figure 3.3.4.3.2 : Structure of a join accept message

The DevAddr field, stored in the end-device after its activation, consists of 32 bits
that uniquely identify a device within the network.
JoinNonce is a device specific counter value (never repeated and incremented by 1
with every Join-Accept message) used by the node to derive the four session keys:
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• FNwkSIntKey;
• SnwkSIntKey;
• NewSEncKey;
• AppSKey.
The device keeps track of the JoinNonce value used in the last successfully
processed Join-accept, which corresponds (to the last successful key derivation).
The device shall accept the Join-accept only if the MIC field is correct and the
JoinNonce is strictly greater than the recorded one.
In that case the previously stored JoinNonce value is replaced by the new one.
Inside DLSettings is specified which version of the protocol specification is used.
Based on this, both the four derived session keys and the MIC are computed
differently.
Also the Join-Accept message is encrypted.
In order to do this, the network server uses an AES decryption operation in ECB
mode.
In this way an end-device doesn’t need to implement the AES decryption, the
encryption is enough to decrypt.
Aes128_decrypt = (NwkKey or JSEncKey, JoinNonce | NetID | DevAddr | DLSettings
| RxDelay | CFList | MIC)
Once activated each device should periodically transmit a Rejoin-request message.
This type of message periodically gives the backend, which replies with a JoinAccept message, the opportunity to initialize a new session context for the endnode.

3.3.4.4 ABP (Activation By Personalization)
Activation By Personalization method directly ties an end-device to a specific
network by-avoiding the join procedure (described in Section 3.3.4.3).
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Activating an end-device by following this methodology means that the DevAddr
and the four session keys are directly stored into the end-device instead of being
derived from the DevEUI, JoinEUI, AppKey and NwkKey during the join phase.
Each device shall then have a unique set of the derived keys and the process to build
them shall be such that they cannot be derived in any way from publicly available
information (like the node address or the end-device’s devEUI for example).

3.4 Class-B nodes
The LoRaWAN Class B layer is optimized for battery-powered fixed/mobile enddevices.
End-devices should implement Class B when there is a requirement to open receive
windows at fixed time intervals for the purpose of enabling server-initiated
downlink messages instead of waiting for an uplink message.
The Class B then adds a synchronized reception window on the end-device, being
the ALOHA method of sending data from the end-device a limitation in Class A
devices.
Class B is achieved by having the gateway sending a beacon on a regular basis to
synchronize all end-nodes in the network so that the end-device can open a short
additional reception window (called “ping slot”) at a predictable time during a
periodic time slot.

Figure 3.4.1: Class B TX/RX sequence
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3.5 CLASS-C NODES
Class C (Continuous) LoRa sensors enable the highest level of server-node
transmission.
Reception is inhibited only when the node is sending information to the network.
This feature makes the C Class end-nodes particularly suitable for LoRa networks
characterized by server-node data flows higher than server-node.
This operation translates into high energy consumption which usually makes it
necessary for these nodes to be connected to the electricity grid.

Figure 3.5.1: Class C TX/RX sequence

3.6 LoRaWAN security
LoRaWAN security is designed to fit the general LoRaWAN design criteria, that are:
• low power consumption;
• low implementation complexity;
• low cost;
•

high scalability.

Mutual authentication, which ensure that only authorized devices will be joined to
authentic networks, is established between an end-node and the LoRaWAN
network as part of the network join procedure.
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LoRaWAN MAC and application messaging are:
• origin authenticated, thanks to the mutual authentication;
• integrity protected, as LoRaWAN uses the AES7 algorithm combined with
CMAC8 mode of operation;
• replay protected, thanks to the Frame Counter (Section 3.3.3.5 );
•

encrypted and not comprehensible to eavesdroppers, as LoRaWAN is one of
the few IoT networks implementing end-to-end encryption for application
payloads exchanged between the end-devices and application servers by
using AES in CTR 9 mode.

As we have already seen (Section 3.3.4.1), each node is personalized with a unique
128 bit AES key (called AppKey) and a globally unique identifier (EUI-64-based
DevEUI), that
which are used during the device authentication phase.
In the same way, LoRaWAN networks are identified by a 24bit globally unique
identifier assigned by the LoRa Alliance.
The application payload is E2E (End-Device to Application Server) encrypted, but
they are integrity protected only in a hop-by-hop fashion.
!
DEV

Integrity

Integrity

NS

E2E Encryption
Figure 6.6.1: E2E Encryption schema

7

Advanced Encryption Standard;
Cipher-based Message Authentication Code
9
Counter Mode
8
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AS

The Network Server is considered as trusted part to honestly transmit these
encrypted messages to each end.
In order to have a complete E2E confidentiality and integrity additional E2E security
solutions must be implemented, because the Network Server could alter the data
messages content.
The backend interfaces involve control and data signaling among network and
application servers. HTTPS and VPN technologies are used for securing the
communication among these critical infrastructure elements.
The OTAA proves that both the end node and the network know the AppKey and
this is done by computing an AES-CMAC (using the AppKey) on the device’s join
request and by the backend receiver.
4

Two session keys are then derived:
• The NwkSKey, which is distributed to the network in order to prove the
packets authenticity/integrity, for providing integrity protection and
encryption of the LoRaWAN MAC commands and application payload;
• The AppSKey, distributed to the Application Server for the E2E
encryption/decryption of application payload.
Both the AppKey and the AppSKey can be hidden from the network operator so that
it is not able to decrypt the payloads.
All the traffic is protected using the two session keys.
Each payload is encrypted by AES (in CTR mode) and carries a frame counter (to
avoid packet replay) and a Message Integrity Code (MIC) computed with AES-CMAC
(to avoid packet tampering).
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Figure 3.6.2: Packet Structure

Is important to recall that the AppKey and the derived session keys are persistently
stored into the device and their protection just depends on the device physical
security.
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Chapter 4
LoRa ARCHITECTURE PROTOTYPE
As a preliminary activity for the realization of the project with Liguria Digitale, a
LoRa architecture prototype consisting of a gateway, an end-node and a ChirpStack
server has been designed and implemented.
This is done in order to get in touch with the LoRa technology and with the LoRaWAN
protocol and to test its capabilities and functionality, to then pave the way for the
realization of the actual project.
In the following pages, as well as explaining the various components, instructions
on how to configure them will be provided.
Problems regarding the collection, preparation and sending of the data will also be
dealt with, with consequent format conversion needs being received.
Finally, the integration with external platforms (using the MQTT protocol) and the
carrying out of coverage tests will be discussed.

4.1 ChirpStack (LoRaServer)
The ChirpStack open-source LoRaWAN Network Server stack “provides opensource components for LoRaWAN networks. Together they form a ready-to-use
solution including an user-friendly web-interface for device management and
APIs for integration” as is written in the official website of the project. [12].
This stack presents a modular architecture that makes possible and easy the
integration within existing infrastructures.
It’s important to say that all the components in this stack are under the MIT license
and are usable for commercial purposes.
ChirpStack, written in Go language and originally called “LoRaServer” (the name has
recently been changed for trademark reasons) was developed by O.Brocaar, a
Github user, so it’s completely free.
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4.1.1 Components
The following diagram represents how the ChirpStack components are connected:

Figure 4.1.1.1: ChirpStack architecture

Gateways are those that deal with interaction with end-devices (not shown in the
diagram), which send data within the network through one or more gateways.
These end-devices can be, as in our case, sensors to measure for example air
quality, humidity, light intensity, temperature, etc.

4.1.1.1 LoRa Gateway and Packet Forwarder
A LoRa Gateway listens to (usually) 8 or more channels simultaneously and
forwards received data (from end-devices) to the ChirpStack Network Server
(Section 4.4.1.3).
The software running on the LoRa Gateway, which receives and sends data, is called
Packet Forwarder.
A Packet Forwarder is a program running on the host of a Lora gateway that
forwards RF packets received by the concentrator to a server through an IP/UDP
link and emits RF packets that are sent by the server.
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Uplinks are radio packets received by the gateway, with metadata added by the
gateway, forwarded to the server, while downlink messages are packets generated
by the server, with additional metadata, to be transmitted by the gateway on the
radio channel. They might also include configuration data for the gateway.

Figure 4.1.1.1.1: Packet Forwarder

The UDP protocol (User Datagram Protocol) uses the Internet protocol to obtain a
unit of data also called a datagram, from one device to another through a network.
UDP is a lightweight protocol as it does not require the heavy load of having details
on a header.
A simple transmission model is used for UDP.
This means that data integrity or reliability cannot be guaranteed by providing
unsafe, out of service and sometimes duplicated datagrams.
Unlike TCP, UDP does not rely heavily on correction and error checking during
execution.
UDP sends packets to a receiver regardless of whether it is able to receive it
completely or not.
Every packet is sent directly and individually by the sender to the recipient without
establishing and recognizing a reliable data channel.
Users are not able to request missing data packages once they are lost during
transport.
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This type of protocol is mainly used when the data transfer rate has a higher priority
than the reliability of a successful data transfer.
There is no intrinsic order in the transmission of data packets and all packets are
sent over the network independently of one another.

4.1.1.2 ChirpStack Gateway Bridge
The ChirpStack LoRaWAN® Network Server stack provides a service, called
ChirpStack Gateway Bridge, which has the task of converting LoRa® Packet
Forwarder protocols into a ChirpStack Network Server “common data-format”
(JSON and Protobuf).

4.1.1.3 ChirpStack Network Server
Since any data frame sent by an end-node can be received by one or more
gateways, there is a need for a de-duplication mechanism.
This is done by the network server, part of the ChirpStack stack.
In addition to this, the Network Server takes care of the authentication, the
LoRaWAN MAC-layer, the communication with the Application Server (Section
4.4.1.4) and the scheduling of downlink frames.

4.1.1.4 ChirpStack Application Server

Figure 4.1.1.4.1: Application Server screenshot
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ChirpStack Application Server is an application Server, part of the stack, which is
responsible for:
• the device “inventory” part of a LoRaWAN infrastructure;
• handling of join-request (Section 3.3.4.3);
• handling and encryption of application payloads.
An intuitive graphical web-interface is provided, through which is possible to
manage users, organizations, applications and devices.
API (RESTful and gRPC) are exposed for integration with external services.

Figure 4.1.1.4.2: Application Server API

Device data can be send/received over HTTP, MQTT and be written directly into
InfluxDB.
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In the following table, the main features of the ChirpStack Application Server are
briefly discussed:
Web-interface
Payload
encrpytion/decryption

Easy-to-use interface, based on API.
Handling the encryption/decryption of application payloads and
the application-key of each device, accepting the join in case of
OTAA activation.
User Authorization
Creation and management of users.
API
RESTful and gRPC API available for integration.
Payloads end device Sending and receiving device payload (MQTT, HTTP, InfluxDB,..).
events
Gateway discovery
Feature to test the gateway network coverage by sending out
periodical « pings ».
Live frame-logging
Real-time frame monitoring.
Live event-logging
Real-time event monitoring.

4.1.1.5 ChirpStack Geolocation Server
In order to resolve the location of devices, an open-source geolocation server is
provided.
It is part of the ChirpStack Network Server stack and it’s called ChirpStack
Geolocation Server.
It resolves the location of devices by using the TDoA10 meta-data provided by LoRa
gateways.

4.1.2 Installation
On the ChirpStack site [12] several ways to setup the ChirpStack stack are explained.
In our case, we have chosen to use Docker Compose, which is a part of Docker.

4.1.2.1 Docker
Docker is a software platform that allows you to create, test and distribute
applications as quickly as possible [9].

10
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Docker technology uses the Linux kernel and its features to isolate processes so that
they can be run independently.
This independence is the goal of containers: the ability to run multiple processes
and applications in a separate way to take advantage of the existing infrastructure
while maintaining the level of security that would be guaranteed by the presence
of separate systems.
Container creation tools, such as Docker, allow deployment from an image.

Figure 4.1.2.1.1: Docker

This simplifies the sharing of an application or set of services, with all their
dependencies, in various environments.
Docker also automates the distribution of the application (or processes that make
up an application) within the containerized environment.
The tools developed starting from the Linux containers, responsible for the
uniqueness and ease of use of Docker, offer users access to applications, the ability
to perform rapid deployment, and control over the distribution of new versions.
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Figure 4.1.2.1.2: Docker components

Summarizing, the main advantages of using Docker are:
• Layers and images version control;
• Modularity;
• Rollback;
• Quick Deployment.

4.1.2.2 Docker Compose
Docker Compose makes possible to orchestrate the configuration of multiple
Docker containers at once using a docker-compose.yml file.
Then, with a single command (docker-compose up), it’s possible to create and start
all the services from your configuration.
Compose has commands for managing the whole lifecycle of your application:
Start, stop, and rebuild services, view the status of running services, stream the log
output of running services, run a one-off command on a service. [14]
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4.1.2.3 ChirpStack quickstart using Docker Compose
After properly installing Docker, it’s possible to use an example dockercompose.yml file that ChirpStack provides as starting point.
It’s enough to clone the GitHub repository [27] by executing the following
commands:
git clone https://github.com/brocaar/chirpstack-docker.git
cd chirpstack-docker
Then. after updating the configuration, just run:
docker-compose up

4.2 – LoRa Gateway
As already mentioned above, the gateway has inside it a software called Packet
Forwarder that forwards RF packets received by the server and emits RF packets
that are sent by the server.
To create our LoRa architecture prototype, we’ve chosen a gateway (purchased on
the MarcomWeb website [60]) and in the following pages we will explain its
components and the configuration phase.

4.2.1 Components
The solution proposed by MarcomWeb is composed of separate components that,
however, work together, forming the gateway.
In particular we have a Rak2243 hat mounted on a Raspberry Pi model 3B+.

57

4.2.1.1 Raspberry Pi 3B+

Figure 4.2.1.1.1: RaspBerry PI 3B+

The Raspberry Pi 3 Model B+ is the latest product in the Raspberry Pi 3 range,
boasting a 64-bit quad core processor running at 1.4GHz, dual-band 2.4GHz and
5GHz wireless LAN, Bluetooth 4.2/BLE, faster Ethernet, and PoE capability via a
separate PoE HAT [12].
This small computer has its strengths in reduced consumption, in cost and above all
in the immense support community.
It can be used as a generic computer (despite the somewhat limited power) or to
host home services that must always remain on.
However, it offers the best of itself when you are interested in interfacing with selfbuilt hardware.

58

4.2.1.2 Rak2243 Pi Hat

Figure 4.2.1.2.1: Rak2243 Pi Hat

The RAK2243 is a full and cost efficient LoRa Gateway (Section 4.1.1.1) Solution to
start developing a full LoRa System.
This super compact module (60mm x 30mm x 14.9mm), which is fully-compatible
with Raspberry Pi (Section 4.2.1.1), comes with a built-in GPS chip and mounted
heat-sink for heat dissipation, can be easily integrated into an existing system's
main board, providing LoRaWAN functionalities.
This LoRaWAN Concentrator supports eight channels and is available for all
LoRaWAN global frequency bands.

4.2.2 Configuration
After briefly describing the components of the gateway, we explain how to proceed
in its configuration in order to connect it to the ChirpStack server and make it
operational.

4.2.2.1 Burn the firmware into SD Card
In order to guarantee the correct functioning of the gateway, it’s necessary to
download the latest firmware version.
This is possible through the firmware section into the RAK website [29].
Once obtained, there is a need for software to allow the firmware to burn to the SD
card, that has to be inserted into the Raspberry.
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Is possible to do this by using the Etcher software
Once burned, it’s possible to insert the SD card into the LoRa gateway and power
it.

4.2.2.2 Login through SSH
Once powered up, there are two different ways to connect to the gateway:
• By default, the LoRa gateway will work in Wi-Fi AP mode so it's possible to
find a named SSID like “Rakwireless_XXXX” on your PC Wi-Fi network list.
It's possible to connect this Wi-Fi SSID by using “rakwireless” as the default
password.
The default IP address of the Wi-Fi gateway is 192.168.12.1, and your PC will
obtain an IP address automatically from DHCP if it connects successfully;
• via Ethernet cable.
Depending on the operating system of your PC, there are several ways to connect
via SSH11 to the gateway.
Linux and MacOS have a built-in SSH tool inside, while in the case of Windows, you
need to download software such as Putty [31]
Assuming to use the SSH tool from terminal and to be connected via Wi-Fi, the
command to type is the following:
ssh pi@192.168.1.1
Being the default password "raspberry".

4.2.2.3 LoRa Gateway configuration
After logging in via SSH, just type the command
sudo gateway-config

11
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to see the page that the following image shows:

Figure 4.2.2.3.1: Configuration panel

Below is a brief description of the options that appear on the screen:
1
2
3
4
5
6

used to set a new password for the LoRa gateway
used to config the frequency which the LoRa gateway will work on, and the
LoRa server which the LoRa gateway will work with
used to open the global_conf.json file which includes almost all
configurations about the protocol
used to restart the process of LoRa protocol named packet-forwarder;
used to config the Wi-Fi function;
used to config the IP address of Ethernet

On the top of the page is possible to see the Gateway ID, mandatory to register the
gateway on a server.
Whenever you want to know the gateway id it is sufficient to execute the command:
gateway-version
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4.2.2.4 Set a new password
Being “raspberry” the default password for all Raspberry Pi devices it’s very
important (due to security reasons) to set a new password for the LoRa gateway.
To do this, simply follow the instructions shown on the screen after selecting option
1 “Set pi password”.

4.2.2.5 Configure the frequency and the LoRa server
Through this section it is possible to choose the server with which the gateway will
work and configure the frequencies, based on the regional parameters defined in
the protocol specifications.
Two different options are displayed while choosing the server:
• TTN12 [13];
• ChirpStack.
In our case the choice fell on ChirpStack previously called "LoRa Server".
Then, according to the protocol specifications [24], the frequency range
“EU_863_870” is chosen.
After this the system ask you to set the server’s IP address.
The default IP address is “127.0.0.1” which means the built-in ChirpStack server in
the LoRa gateway.
But in our case, we want to use an independent ChirpStack server (running on a
different machine), so we have to setup the right IP address.

12
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4.2.2.6 Connect the LoRa gateway to a router
Wanting to connect our gateway to an independent server, we need to connect the
device to the network.
Obviously, this is possible both via Wi-Fi and via ethernet.
It is sufficient to choose the appropriate option.

Figure 4.2.2.6.1: Configuration Panel

4.3 Connect the gateway to the server
After having correctly installed the ChirpStack, it is sufficient to go to the IP address
of the Application Server.
After logging in (the default credentials are "admin" "admin") just click on the
"Gateways" tab on the left and start the procedure for creating a new one.
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Figure 4.3.1: Gateway creation

The same Gateway ID shown on the screen during the gateway configuration phase
(Section 4.2.2) is now required.
The connection to the ChirpStack is very simple and intuitive and once finished, the
screen should looks like this:

Figure 4.3.1: Gateway connected

64

4.4 LoRa end-node

Figure 4.4.1: Our LoRa end-node

The Lora end-node is responsible of collect data and send them, as RF uplink frames,
within the network through one or more gateways.
In this chapter we will see in detail each of the components of our prototype and
we will see how they have been integrated with one another.
We will then see how it was possible to join the LoRa network in order to send the
data collected by the sensor.

4.4.1 Components
As already mentioned, our end-node prototype will consist of several parts, namely:
• A Rak811 WisNode-LoRa, responsible for transmitting RF packets to
gateways;
• An Arduino UNO, responsible for collecting data from sensors and preparing
it;
• A DHT11 sensor for measuring temperature and relative humidity;
The following sections will provide more details regarding the various components.
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4.4.1.1 Rak811 WisNode-LoRa

Figure 4.4.1.1.1: The RAK811 WisNode-LoRa

RAK811 Low-Power Long Range LoRa Technology Transceiver module, provides an
easy to use, small size, low-power solution for long range wireless data
transmission.
Module integrates semtech SX1276 and stm32L, offering to the users serials At
commands with UART13 Interface.

Figure 4.4.1.1.2: Block diagram of the module

13

Universal Asynchronous Receiver-Transmitter
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Below is a list of the main features:
• LoRaWAN protocol supported, supporting global license-free ISM band;
• Lora P2P bidirectional communication, activation both by OTAA and ABP ;
• Easy to use, UART interface, serial port AT command, baud rate and air rate
online change supported, simple ASCII command set ;
• Maximum output power 100MW (20dBm), adjustable from 5 to 20dBm;
• High sensitivity, -148 dBm, enabling extremely long range connectivity;
• Long range, greater than 15 km;
• Low power consumption, 500nA on standby, in-air wake-up supported;
• Multi-channel, dual data buffer (256byres each);
• Long battery life, over 10 years.

4.4.1.2 Arduino

Figure 4.4.1.2.1: Arduino UNO

Arduino is a programmable, open-source and open-hardware low-cost hardware
platform, with which it is possible to create "almost" circuits of any type for many
applications, especially in the field of robotics and automation [16].
It is based on an ATMEL Microcontroller, the ATMega168 / 328: for example, the
Arduino Uno features an ATMega328.
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Born in Ivrea, in 2005, from an idea of an university professor, an electronic
engineer, Massimo Banzi, who decided to create a platform for his students, so as
to facilitate them in the study of Interaction Design.
Arduino is equipped with libraries (you can find different ones on the Internet), an
IDE (portable library on each operating system) and APIs that make programming
simple, fluid and intuitive.
The Arduino board is able to interact with the environment in which it is found,
receiving information from a wide variety of sensors.
But we are not just talking about sensors, Arduino can control lights, LEDs, motors
and other actuators.
The programming language is based on Wiring (an open-source programming
environment designed for easy application to simplify programming in C and C++)
and on the processing interface.
Any program you write to Arduino will be started in a loop() until power is removed
from the device.
When we connect it to a power source (for example the USB of the PC or even a
very common 9V battery) it turns on and starts the program loaded by the infinite
loop IDE.
This continues until you kill it unless we remove the battery or unplug the cable.
Within the end-node, Arduino plays a crucial role.
It is he who deals with the extraction of the data from the DHT11 sensor and its
preparation, before passing the value as a parameter to the Lora WisNode,
"ordering" it to transmit it to the gateways, through an AT command (Section
4.4.3.1).
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4.4.1.3 DHT11
The DHT11 humidity and temperature sensor makes it easy to add humidity and
temperature data.
It is perfect for remote weather stations and home environmental control systems.
DHT11 detects water vapor by measuring the electrical resistance between two
electrodes.
The moisture sensing component is a moisture containment substrate, with
electrodes applied to the surface. When water vapor is absorbed by the substrate,
ions are released from the substrate and thus increases the conductivity between
the electrodes.
The change in resistance between the two electrodes is proportional to the relative
humidity.
A higher relative humidity decreases the resistance between the electrodes, while
the lower relative humidity increases the resistance between the electrodes.
The DHT11 measures the temperature with a surface mounted NTC temperature
sensor (thermistor) incorporated in the unit.
The DHT11 sensor is able to measure temperatures ranging from 0 to 50 degrees
Celsius (accuracy: + - 2% ° C) and relative humidity ranging from 20 to 90%
(accuracy: + - 5% RH).
There are several libraries that allow this software to be integrated with Arduino.
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4.4.2 Integration
Obviously, the components described above must be integrated with each other in
order to constitute the end-node.
As already mentioned, Arduino will handle the collection (from the DHT11 sensor)
and the data preparation.
Subsequently, via serial, it will pass them to the RAK811, which will take care of the
transmission to the gateway.

4.4.2.1 Circuit

Figure 4.4.2.1.1: end-node circuit

4.4.2.2 Collect data from sensor
Using Arduino and the "dht.h" library [32], reading the data relating to temperature
and relative humidity through the use of the DHT11 sensor is trivial.
A very basic sketch was created in order to perform this operation:
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Figure 4.4.2.2.1 Arduino sketch

A measurement is taken every five seconds and the result is printed to the serial
monitor.
The next step will be preparing data in order to send them to the gateways.

4.4.3 Configuration
In this section we will see how to configure the LoRa end-node in order to perform
the join operation to the LoRa network.
RAK811 official user guide [17] perfectly describes how to do it and in the following
section we try to resume this procedure aby making it clear.

4.4.3.1 – AT Commands
It’s possibile to configure RAK811 WisNode by sending AT commands into it from a
serial port tool running on your PC.
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The following table shows some of the main commands.
AT Command

Description
show all available AT commands of this
module/product for you.
Get the current firmware version
number.
Let the device work in boot mode.
the device will go to sleep mode or
wake up immediately.
X definition: 0: wake up, 1: sleep
Start to join LoRa network.
Send a customized data. X definition:
LoRa port
YYY definition: the data which you want
to send. The limited length is 50 Bytes,
and the data must be in HEX format.
Set the class for LoRa.
X definition: 0: Class A, 1: Class B, 2:
Class C

at+help
at+version
at+set_config=device:boot
at+set_config=device:sleep:X
at+join
at+send=lora:X:YYY

at+set_config=lora:class:X

4.4.3.2 Join the LoRa network
As a first step, you need to download the updated firmware version [29].
Since the firmware in question is newer than version 3.0.0.0, it was not necessary
to burn the bootloader into the RAK811 WisNode.
In the case of an older firmware, it is necessary to perform this operation.
Secondly, it is necessary to burn the firmware into RAK811.
In order to perform this operation, it is necessary to set an AT command to "order"
the device to work in boot mode.
The sending of this command is possible through any application that manages the
serial communication.
In the Rak wireless website [33], is possible to download the official RAK serial port
tool with some pre-configured useful commands.
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Before connecting the device via USB it’s very important to jump the “BOOT” pin
and “3V3” pin for boot mode .

Figure 4.4.3.2.1: RAK811 jumper

The command in question is the following:
at+set_config = device:boot
Secondly, after closing the serial port tool, download the RAK Upgrade Tool from
RAK website [33].

Figure 4.4.3.2.2: RAK LoRaButton Upgrade Tool interface
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By using this software, is possible upgrade the selected firmware (set it’s path into
the “Location” window).
At the end of this operation, re-open the serial port tool choosing the correct COM
port and setting the baud rate to 115200.
Then, by pressing the RST button on the RAK811 WisNode, the following picture will
be displayed, meaning that the firmware was upgraded successfully.

Figure 4.4.3.2.3: RAK firmare updated

Open the web page of the ChirpStack server which you want to connect with and
login.
In the Applications section it’s possible to create applications.
Inside each application we can have different devices.

Figure 4.4.3.2.4: Device creation 1

74

During the device’s creation we can both write and generate automatically the
Device EUI and we should select the right device profile (OTAA/ABP).

Figure 4.4.3.2.5: Device creation 2

Inside the KEYS it’s possible to write/generate the application key (as we have seen
in the Section 3.3.4.1).
Next, it’s possbile to configure WisNode by using AT commands.
Connect your WisNode with a PC, power on it and open RAK Serial Port Tool on your
PC.
Since we have chosen OTAA (Section 3.3.4.3) as a join mode and we want the device
to be a Class A device, we must be sure that this is indeed the case.
Here we set OTAA as a join mode, through the following AT command
at+set_config=lora:join_mode:0
While here we set the LoRa class to Class A:
at+set_config=lora:class:0
According to regional specifications, we must set the radio frequencies through
which to operate, this is made possible by sending the following command
at+set_config=lora:region:EU868
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At this point, it's time to set the dev_eui, the app_eui, the app_key previously
generated
at+set_config=lora:dev_eui:
at+set_config=lora:app_eui
at+set_config=lora:app_key
After this step is finally possible to join the LoRa network by sending:
at+join
Inside the Application Server is possible to see the LoRaWAN frames regarding the
join operation (Section 3.3.4.3):

Figure 4.4.3.2.6: Join Request/Accept

76

4.4.4 Send data
The main purpose of the end-node is to send data.
The experimentation of this sending has been divided into two different phases:
• a first phase concerning the sending of data via the WisNode as stand-alone;
• a second phase concerning the sending of data through the WisNode
connected to Arduino, responsible for collecting them.

4.4.4.1 First sending test
After joining the LoRa network, sending data is trivial.
To allow WisNode to send data to gateways, it is necessary to use the "send" AT
command:
at+send=lora:X:YYY
where X is the port used, in our case the number 2, and YYY the data to be sent, in
hexadecimal format.
After sending, you can verify that the gateway actually received the data through
the ChirpStack Application Server:

Figure 4.4.4.1.1: WisNode uplink
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Figure 4.4.4.1.2: WisNode uplink content

4.4.4.2 Send DHT11 data
We have defined some functions to help us in the sending phase:

sendCommand simply writes on the serial the command passed as argument.
Below are the steps to send data from the DHT11 sensor to the gateways.
123-

Collect data from the sensor (explained in Section 4.4.2.2);
Convert data from float to hex;
Compose the package to be sent in the following format (by using “+” we are
concatenating strings):
data = SIGN + TEMPERATURE_VALUE + HUMIDITY_VALUE;
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4-

Call the “sendData” function by passing data, the command type (“lora”) and
the port.

This sequence of steps composes the loop function inside Arduino and it’s repeated
every five seconds, thanks to delay(5000) called at the end of the iteration.

4.4.4.3 Battery saving techniques
In IoT applications and in particular in the context of Low Power Wide Area
Networks, the battery saving of the various devices connected to the network is of
crucial importance, especially for battery-powered nodes.
For this purpose, it is possible to maintain a device in "deep-sleep mode" until it is
necessary to do something, such as transmitting.
In our case the RAK811 (controlled by AT commands) will follow this principle.
The previous loop is reworked for this purpose:
1234-

Collect data from the sensor;
Convert data from float to hex;
Compose the package to be sent in the following format;
Wake up the RAK811

56-

Call the “sendData” function;
Put the RAK811 to sleep

In addition to the RAK811, Arduino was also thought of in deep sleep.
This was not done for two reasons:
• the deep sleep mode required an external interrupt (like the push of a
button) to awaken the device and this was quite impossible in the context of
a terminal node that had to "live" independently;
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• the savings generated by this operation would have been almost irrelevant
as the ATmega328 microcontroller should be used on its own to obtain
concrete results.

4.5 Data Encoding / Decoding
In the next section some words will be spent on data encoding and decoding.
In need of small data packets, during the transmission phase, particular techniques
are adopted.

4.5.1 Receive Data
The Rak811, during the sending phase, encapsulates the data in hexadecimal
format within the RF packets.
The ChirpStack Server, during reception, encodes the payload in Base64 format.
Thus, the need to decode this payload is born and we will see different alternatives
to do so, after having briefly explained the operation of the Base64-encoding.

4.5.1.1 Base64
One of the most used coding for the web is surely the one called Base64.
In fact, it is used in one of the main tools that the Internet makes available to us,
electronic mail: more specifically Base64 is used to convert emails from binary to
ASCII and vice versa.
The name derives from the fact that it uses 64 ASCII proper symbols, each of which
has a very precise binary correspondence.
The Base64 conversion process is very simple: the algorithm takes every single
symbol (letters, numbers and signs) that make up a text, converts it to binary and
then, starting from this conversion, into various segments, each of them composed
from 6 bits.
Each segment, in turn, is converted into a symbol based on its numerical value,
according to a defined scheme, shown in the following table:
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Figure 4.5.1.1.1: Base64 conversion table

If the length of the original message is not a multiple of 3 bytes the number of the
bits that make up the result will not be a multiple of 6.
Four or two null bits (0) will be inserted at the end, and in the encoded value will be
added from 0 to 2 symbols '=' (padding character) sufficient to reach a multiple of
4 symbols.
Each padding character therefore indicates the addition of a pair of null bits.
The algorithm causes an increase in data size by 33%, as each 3-byte group is
converted to 4 characters.
A practical example is provided:
Temperature value = 25.00
Let’s convert each character into binary:
2
5
.
0
0

->
->
->
->
->

00110010
00110101
00101110
00110000
00110000
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Groups of 6 bits:
001100 / 100011 / 010100 / 101110 / 001100 / 000011 / 000000*
*in the last group two null bits of padding has been added.
Now, let’s apply the conversion into decimal:
001100
->
12
100011
->
35
010100
->
20
101110
->
46
001100
->
12
000011
->
3
000000
->
0
Finally, consulting the table, we have:
12
35
20
46
12
3
0

->
->
->
->
->
->
->

M
j
U
u
M
D
A
= (padding)

4.5.1.2 Cayenne LPP (Low Power Payload)
As the first codec proposal to decode the payload, the ChirpStack Application Server
proposes Cayenne LPP.
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Figure 4.5.1.2.1: Cayenne LPP codec on ChirpStack

The Cayenne LPP [18] provides and easy and convenient way to send data over
LoRaWAN and others LPWAN networks.
Being Cayenne LPP compliant with the payload size restriction, it’s possible both to
lower down the payload to 11 bytes and to send multiple sensor data at one time.
It’s also possible to send different sensor data in different frames by prefixing two
byes at each sensor data: the first one (“Data Channel”) which uniquely identifies
each sensor in the device across frames (eg. “outdoor sensor”) and the second one
(“data type”) which identifies the data type in the frame (eg. “temperature”).
A payload example is provided:
Payload (hex)
Data Channel
03 -> 3
05 -> 5

03 67 01 10 05 67 00 FF
Type
67 = Temperature
67 = Temperature
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Value
0110 = 272 -> 27.2°C
00 FF= 255 -> 25.5°C

4.5.1.3 Custom JS Function
The ChirpStack Application Server propose, as an alternative to Cayenne LPP, the
possibility of defining a custom Javascript function that deals with the payload
encoding and decoding.
This turns out to be a more sought after solution when you don't want to be bound
to a specific payload structure and have no limitations on customization.
Below is the function used to decode the payload related to the temperature and
humidity data received from the RAK811:
function hex2a(hexx) {
var hex = hexx.toString();
var str = '';
for (var i = 0; (i < hex.length && hex.substr(i,2) !== '00'); i+=2)
str += String.fromCharCode(parseInt(hex.substr(i,2), 16));
return str;
}
function Decode(fPort, bytes) {
var hexChar = ["0","1","2","3","4","5","6","7","8","9","A","B","C","D","E","F"];
var i, b, strx;
var t_value, h_value, aux = "";
for (i = 0; i < bytes.length; i++) {
b = bytes[i];
strx = hexChar[(b >> 4) & 0x0f] + hexChar[b & 0x0f];
aux = aux + strx;
if (i == 2) {
t_value = hex2a(aux);
aux = "";
}
}
h_value = hex2a(aux);
return {"temperature" : t_value, "humidity" : h_value};
}

Decode is a function which decodes an array of bytes into an object (JSON).
fPort contains the LoRaWAN fPort number.
bytes is an array of bytes, e.g. [225, 230, 255, 0].
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4.6 Coverage tests
Once the prototype has been incorporated, connecting the various components,
we want to carry out coverage tests in order to evaluate the effective operation of
the transmission technology and analyse its range of action.

4.6.1 FTD
For this purpose, a Field Test Device (FTD) produced by Adeunis was purchased.

Figure 4.6.1.1: Adeunis FTD device

FTD is a Class A and C compatible LoRaWAN device ready to use, which allows
communication with all network operators using the LoRaWAN protocol.
The system allows to transmit and receive radio frames and to immediately display
the results, being equipped with an LCD screen.
The FTD sends various information about the operation of the network (Uplink,
Downlink, SF, PER, etc.) as well as information from the sensors (GPS coordinates,
temperature, battery level, etc.) and is therefore suitable for helping the user to
find good implementation sites for end-nodes [19].
In order to work, of course, the device must become part of the LoRa network.
This is done in exactly the same way as the RAK811, using AT commands and
interfacing with the Application Server.
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Figure 4.6.1.2: FTD payload

After having joined the network, simply press the central button of the device to
send an uplink.
The decoding of the payload was not trivial, since, in the absence of certain
conditions, the device avoids sending certain information (for example, in the
absence of the GPS signal, the relative information is omitted).
The payload has the following structure:

Figure 4.6.1.3: Payload structure
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The first byte (Status) tells us more about the other fields:

Figure 4.6.1.4: Status byte structure

4.6.2 Modalities and first results
Our idea was to "ping" in different areas to collect information regarding the signalto-noise ratio (SNR) and the geographic coordinates relative to the point, in order
to map the results obtained.
Since our gateway is connected via LAN to the Liguria Digitale network, in the Erzelli
building, and not being able to move it at the moment, we performed some
coverage tests in the Campus area and in the Monte Gazzo one (about 2 km away,
LoS14).
These tests did not give stable results and the causes were sought in the obvious
shielding of the building where the gateway resided and, above all, in the absence
of an adequate antenna.
However, in some cases we managed to join the network and receive some uplinks
on the gateway whose structure is shown below:

14

Line of Sight: optical path in a straight line between a transmitter device and a receiver
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{

"uplinkMetaData": {
"rxInfo": [
{
"gatewayId": "b827ebfffe45fb5b",
"time": null,
"timeSinceGpsEpoch": null,
"rssi": -68,
"loraSnr": 10.2,
"channel": 6,
"rfChain": 0,
"board": 0,
"antenna": 0,
"location": {
"latitude": 44.425229507528314,
"longitude": 8.862747103244374,
"altitude": 0,
"source": "UNKNOWN",
"accuracy": 0
},
"fineTimestampType": "NONE",
"context": "Fk13fA=="
}
],
"txInfo": {
"frequency": 867700000,
"modulation": "LORA",
"loRaModulationInfo": {
"bandwidth": 125,
"spreadingFactor": 12,
"codeRate": "4/5",
"polarizationInversion": false

}

]

}

}

},
"phyPayload": {
"mhdr": {
"mType": "ConfirmedDataUp",
"major": "LoRaWANR1"
},
"macPayload": {
"fhdr": {
"devAddr": "005178cd",
"fCtrl": {
"adr": true,
"adrAckReq": false,
"ack": false,
"fPending": false,
"classB": false
},
"fCnt": 7,
"fOpts": null
},
"fPort": 1,
"frmPayload": [
{
"bytes": "1CVTcDSHmDE="
}
]
},
"mic": "e733445b"
}

By analysing the packet metadata, it is possible to see the ID of the gateway
(Section 4.2.2.3) that received the packet, its location and the signal to noise ratio.
The SNR value (Section 4.6.1) indicates that the signal is 10.2 times stronger than
the noise.
It is also possible to see that the signal has been modulated with LoRa technology
(Chapter 2) using a Spreading Factor (Section 2.2) of 12 which is the longest time
on air.
Observing the physical payload, the structure of the packet is evident (the same
reported in Section 3.3.1): MAC header, MAC payload and MIC.
The message type (Section 3.3.3.1) indicates that it is a confirmed data up, one of
the possible messages.
Inside the MAC payload it is possible to see the device address assigned by the
server after the join procedure to the network (Section 3.3.4.3), to understand

that the ADR mechanism (Section 3.3.3.2) was used to transmit and that the node
does not has further values to be transmitted (Fpending, Section 3.3.3.1).
Finally, inside the frame payload it is possible to see the packet sent by the FTD (the
one discussed in section 4.6.1) which however is encoded in Base64 (Section
4.5.1.1) and must therefore be decoded.

4.7 Integration with other platforms
As mentioned above, our LoRa server has the need to communicate with other
platforms and be included in a much more complex structure.
The Application Server allows you to view the data but, having to finish them in a
larger Big Data platform, there is a need for integration.
Global integrations are configured through the chirpstack-application-server.toml
configuration file and are globally enabled.
This means that it will be published using this / these integration(s).
ChirpStack provides several possible global integrations:
• MQTT
• PostgreSQL
• AWS Simple Notification Service
• Azure Service Bus
• Google Cloud Platform Pub / Sub
As well Application Integrations, such as HTTP, InfluxDB, ThingsBoard.
In our case we opted for the MQTT protocol, which publishes all data it receipts
from the devices as JSON over MQTT.
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4.7.1 MQTT
Instead of the HTTP client / server model, the MQTT protocol adopts a publishing
and subscription mechanism to exchange messages through an appropriate
"message broker".
Instead of sending messages to a given set of recipients, senders publish messages
on a certain topic on the message broker.
Each recipient then subscribes to the topics that interest him and, whenever a new
message is published on that particular topic, the message broker distributes it to
all recipients.
This makes it very easy to set up one-to-many messaging.

4.7.2 Gateway Bridge and MQTT
The data that the gateway receives, via RF, from the various devices are sent, as
UDP packets, to the ChirpStack Gateway Bridge which is the component of the
ChirpStack Server that writes MQTT topic data identified by the device ID, the
application ID and the type of event that triggered the transmission:
• Uplink: application / [applicationID] / device / [devEUI] / rx
• Status: application / [applicationID] / device / [devEUI] / status
• Ack: application / [applicationID] / device / [devEUI] / ack
• Error: application / [applicationID] / device / [devEUI] / error

4.7.3 Node-RED
Node-RED [34] is a tool born with the idea of managing the world of IoT through the
paradigm of data flows, its base is JavaScript with the famous Node.js which exploits
all its potential and its extensive documentation and community.
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Data packets travel into flows, preferably through the MQTT protocol, and in JSON
format.
They jump from a node performing actions, calculations, analyzes and events
through Javascript to websites, dashboards, sensors and every device (such as
Arduino, Raspberry) or service that we manage to interface (API), all with great
simplification and ease.
The message that travels in the flow, is called msg and is a fundamental parameter
since it contains the payload (msg.payload), whether it is a string, JSON, numeric or
other, to be sent to the next node which will use it for the operation for which it
was programmed.
As A first integration test with the MQTT protocol using Node-RED, after having
registered for the topics of interest, we tried to decode the payload of the Uplink /
Downlink sensor.
It is possible to see the diagram in the figure below:

Figure 4.7.3.1 : Node-RED interfae

Similarly, data from the various sensors will be collected and then routed to the Big
Data platform.
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Chapter 5
CONCLUSIONS AND FUTURE WORK
During the realization of this prototype the difficulties encountered were not few.
The approach to the world of electronics, radio waves and various coding
techniques was not trivial, having a purely "computer" background.
Following the theoretical study of LoRa technology and the construction of a
prototype network architecture, it was possible to grasp some of the advantages
of this technology as well as those already known in theory:
• the possibility of reducing or even eliminating infrastructure costs (such as
repeaters);
• significant resistance to noise during transmission;
• ease of connection of the nodes to the network;
• high accuracy localization and ranging;
• cost reduction thanks to the use of the ISM band and thanks to the fact that
no frequent network synchronization is required by LoRa architectures (with
obvious consequences on battery consumption).
Currently, the strongest contender of LoRa are NB-IoT and Sigfox [36].
The first one is cellular-based, low-power, wide area networking technology
produced by 3GPP for IoT users.
This technology is optimized for applications that need to have minimal latency
and are required to communicate frequently while LoRa is exactly the opposite.
NB-IoT It is one of several licensed spectrum technologies designed to provide low
throughput, deep coverage and low power consumption for very long battery life
(10 to 20 years) to a period not possible with traditional cellular 2G, 3G or 4G
standards.
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Applications powered by LoRaWAN, as mentioned above, have minimal costs,
while battery performance receives a boost.
Unlike the asynchronous protocol of LoRa, NB-IoT services are synchronized and
are provided over licensed frequency bands that have significant costs.
The overall cost of LoRaWAN modules hovers around $ 8-10 - about half the price
of cellular LTE modules like NB-IoT.
The other LoRa competitor is Sigfox, which also uses the ISM band, which
however has significant differences in terms of technology and marketing.
While SigFox aims to become a global IoT operator, the LoRa Alliance wants to
provide technology that allows other companies to enable global IoT
implementations.
A big advantage of LoRa compared to Sigfox is that it can operate in a a
bidirectional way.
Using the same radio module, a receiver can be transformed into a transmitter at
any given moment (and vice versa).
SigFox has the lowest cost radio modules (around 5$) but messages are limited by
design to 12 bytes while for LoRa this length is defined by the users (with
limitations, Section 3.1).
Differently from LoRa, Sigfox doesn’t present encryption by default (it must be
added at the application level).
Theoretically, LoRaWAN and NB-IoT have a similar range (up to about 15 km) while
SigFox can reach up to 50 km.
Practically, our coverage tests using LoRa did not produce satisfactory results
(probably for the reasons explained in Section 4.62).
in order to have more satisfying results and to be able to effectively evaluate the
range coverage of Lora, both Liguria Digitale and DIBRIS have purchased more highperformance fiberglass antennas.
The next works will mainly affect this part, in order to finally be able to assess the
effective efficiency of the technology and the protocol.
Another big part of the work will be the in-depth evaluation of security, the
implementation of general-purpose decoding functions and the integration of the
LoRa server into the definitive IoT / BigData platform.
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Once this is done, it will be possible to baste the LoRaWAN network, placing
gateways and sensors in the predetermined areas, after having appropriately
placed them in the LoRa network, through the join procedure.

Figure 8.1 SICE LoRa Gateway

To this end, we have already carried out an inspection on the roof of the DIBRIS in
order to finally place the first of the gateways purchased by Liguria Digitale for this
purpose.
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